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1. Computer Fundamentals and IT in Nepal:
History of computing, Generations of Computers, binary arithmetics, Machine and
assembly languages, High level language, History of computing in Nepal.

2 Computer Networks:
ISO/OSI architecture, Topology, LAN, WAN, ARP, Ethernet, CSMA/CD, CDMA,
Hubs, Bridges and Switches, Routers, Firewalls, Access Control List, Wireless LANSs,
VLAN, PPP, WAP, IP, UDP, TCP, Web and Web caching, FTP, HTTP, Electronic
mail, DNS, Distributed system, Clusters.

3. Structured and object oriented programming:
Data types, Operators, variables and assignments, control structures,
Procedure/function, Class definitions, encapsulation, inheritance, abstraction, object
composition, Polymorphism, Pattern and framework.

4. Web Programming:
HTML 5, PHP, JavaScript, jQuery, CSS, XML, ASP, JSP.

5. Client Server Computing:
Client server computing concepts: Building blocks, the state of client server
infrastructure SQL database services: fundamentals of database servers, functions,
procedures, triggers and rules, Client server transaction processing: transaction
concepts, transaction models, transaction processing monitors, transaction management
standards.

6. Cryptography and Network Security:

Types of security (Confidentiality, integrity, availability, access-control, authentication
and non-repudiation, Threats, Security attacks, conventional encryption model, MD5
and SHA algorithms, simplified DES, Block Cipher principle, RSA algorithm, Diffie-
Hellman Key exchange, Number Theory-Prime and Relatively Prime Numbers, Digital
Signature and authentication protocols, Kerberos, electronic mail security, Web
security requirements, secure sockets layer and transport layer security, secure
electronic transaction, Intruders and Viruses related threats, Firewall design principles,
Multilevel Security.

7. Data structures:
General concepts, Abstract Data Types, linear data structures, Trees, Algorithm design
techniques, Hashing, Graphs and digraphs, Sorting.
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8. Database Management System:
The relational model, ER model, SQL, Functional dependency and relational database
design,Data models, data normalization, data description languages, query facilities,
data integrity and reliability, concurrency; File structure, Transaction Management and
Concurrency Control:  Concurrent execution of the user programs, transactions,
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Concurrency control techniques; Crash Recovery: types of failure, Recovery
techniques; Query Processing and Optimization; Indexing: Hash based indexing, Tree
based indexing; Distributed Database Systems and Object oriented database system;
Data Mining and Data Warehousing,

Software Engineering principles (System analysis & design):

Software process, Software Project management, Software requirements, Software
design, Implementation, Maintenance, tools and environments for software
engineering, role of programming paradigm, process maturity and Improvement, ISO
standards, SEI-CMM, CASE tools.

Operating Systems:

Processes and Threads: Symmetric, Multiprocessing, Micro-kernels, Concurrency,
Mutual Exclusion and Synchronization, Deadlock. Scheduling, Memory Management,
Input Output and Files: I/O devices and its organization, Principles of I/O software and
hardware, Disks, Files and directories organization, File System Implementation,
Distributed Systems: Distributed Message passing, RPC, Client/Server Computing,
Clusters. Security: Authentication and Access Authorization, System Flaws and
Attacks, Trusted system.Linux and Windows environment based servers and
workstations.

Hardware:
Basics: Identification of Hardware, Types of Hardware, Troubleshooting:
Troubleshooting methods, Identifying problems, general precautions.

Emerging Technology and Electives:
Modeling and simulation, Parallel and distributed computing, High speed networks,
Adaptive web technology, E-commerce.

Computer Forensics:

Types of forensic investigations, forensic processes, toolkits, Collection of volatile
data, login data, open ports, current/recent connections, reviewing event logs and
registry data, obtaining system passwords, dumping system RAM, forensic duplication,
Data acquisition, volume analysis, journaling, write blockers, signatures, locating and
restoring deleted content, Capturing memory, memory contents identification, flash
memory devices, data persistence, steganography, host protected area, post-mortem
analysis, program confinement, rootkits.
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